Global Communications Failure (GPS)

National Emergency Panel Members:

· National Security Advisor	-	Panel Host
· Secretary of Defense	-	Cyber Coordinator
· Secretary of State	-	National Issues
· Attorney General	-	Legal Implication
· Director for National Intelligence	-	NSA
· Director Central Intelligence	-	CIA
· Secretary of Homeland Security	-	DHS
· Secretary of Treasury	-	Emergency Funding
· Presidential Advisor	-	Whitehouse


1. Discussion Topics:
a. National Policies
b. Foreign Affairs Office
c. Foreign Intelligence
d. Law Enforcement
e. Issues:
i. Policies
ii. Responsible
iii. Rendition
iv. Legal
v. Repercussions
vi. Recommendations
2. Attack on U.S. infrastructure will be considered an “Act of War”
3. Infrastructures:
a. Communications
b. Power Grid
4. Services Shutdown:
a. Air traffic
b. Communications
c. Transportation
d. Wall street
e. Finance
f. Power
g. Telecom
h. Others
5. If terrorist act it will have international implications
6. Events:
a. Massive power failure to major cities followed with minor cities, outlaying areas
b. Emergency plan initiates to major cities and national facilities
c. Shut down essential and non-critical demand for power & communications
d. Sub-station attacks would affect suburbs and regions
e. Hospitals and food distribution (Supermarkets, Stores) affects all industries
f. Calling in national guards to enforce, maintain, and restore order
g. National guards may have to be federalized
h. Nation has no immediate solution to crisis of this nature (i.e. Power grid)
i. Enforce public action/reaction to comply and cooperate with authorities
j. Implement rationing
k. Assess damages
l. Power grid needs to be centrally managed with more than 3,000 companies
m. Peoples demand solution:
i. One time guarantee
ii. Possible repeat events
7. Discussion Panel Questions:
a. Is an adversary force, groups, or individual capable of inflicting such damages?
b. The U.S. is not prepared at this time to fend off such an attack
c. Pressure will come from either an event or the public




